AIMUHHCTPAIS CEJHCKOT'O IIOCEJIEHMUSI
«CEJIO 3APEYBE» KAJYKCKOM OBJIACTH

IHHOCTAHOBJIEHHUE

ot 27.07.2018 r. Ne 27

OG0 oTBeTcTBEHHOM 3a ObecneueHue 0€30IaCHOCTH
IIePCOHAJIBHBIX TAHHBIX B MH(OPMAIIMOHHBIX
cUCTeMax IMePCOHANBHBIX JaHHBIX
AZMUHHCTpALUH CeNbCKOTo rocesnenus «Ceno
3apeuse»

B nensix BeimonHeHusi TpeboBaHuii PepepansHoro 3akoHa ot 27 urong 2006 r.
Ne 152-®3 «O nepcoHanbHBIX AaHHBIX», IMOcTaHOBIeHUs IlpaBurenscTa Poccuiickoit
Deneparyu ot 1 HOs0pa 2012 1. Ne 1119 «O6 yTBepkaeHun TpeboBaHUM K 3amuTe
IEPCOHANBHBIX JAaHHBIX TP HUX 00paboTke B HHGOPMAIMOHHEIX CHCTEMax
IEPCOHANBHBIX JaHHBIX» M B MelIX OOecCledYeHHus YpPOBHS 3al(UIIEHHOCTH
NEPCOHANBHBIX JAHHBIX MpH HUX 00paboTke B HMH(DOPMAIMOHHBIX CHCTEMAax
IIEPCOHANBHEIX  JaHHBIX, OINpPEJEIEHHOTO B OTJENIBHBIX HOPMATHBHBIX aKTax
AJIMUHWCTpalMK celbckoro noceneHus «Ceno 3apeybey, afMHHUCTPAIUS CEIBCKOTO
nocenenus «Ceio 3apeynen

INIOCTAHOBJISIET:

L. Haznaunuts OTBETCTBEHHBIM  3a  olecrieueHue  0OE30MIACHOCTH
IIEPCOHANIBHBIX JAHHBIX B HH(QOPMALMOHHBIX CHCTEMaX IMEPCOHANBHBIX JaHHBIX
AJIMVHHCTpALlMK CeJICKOro moceneHuss «Ceno 3apeube» BeOyINEro CIEeNHalucTa
aJMUHUCTPALIUY .

2. VYTBepauTh npuiaraeMyro MHCTPYKIMIO OTBETCTBEHHOIO 3a oOecrneueHue
0€30MacHOCTH NEPCOHANBHBIX JAHHBIX B MH(QOPMAIMOHHBIX CHCTEMAaX IEPCOHAIBHBIX
JOAaHHBIX AJMUHUCTpaIUK cenbekoro nocenenus «Ceno 3apedbey.

2 8 Koutpons 3a UCIONHEHHEM HACTOSILEro ITOCTAHOBJIEHHS OCTABISAIO 34
co0oii. P
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YTBEPXJIEHA
ITOCTAHOBJIEHHEM AJIMUHUCTPALIMU CEIHCKOrO
nocenienus «Cemno 3apeunen
oT «27 » mons 2018 r. Ne 27

MHCTpyKIMs OTBETCTBEHHOTO 32 o6ecnedenne 6e30MaCHOCTH MePCOHATbHBIX
JIaHHBIX B HH(OPMALMOHHbIX CHCTEMAX HEPCOHANbHBIX JAHHBLIX AAMHHHCTPANMH
ceabckoro noceyienus «Cenno 3apeune»

1. OBIIIME IOJIOXEHHUSA

1.1. OtsercTBeHHBIH 3a obecreycHre GE30MIACHOCTH NEPCOHANBHBIX IAHHBIX B
MH(OPMAIMOHHBIX CHUCTEMAX MEPCOHANBHBIX [JAaHHBIX AIMMHHCTPALNH CENHCKOTO
nocenenus «Ceno 3apeusey» (anee — OTBETCTBEHHBIN) HA3HAYASTCS MOCTAHOBICHUEM
AnmunucTpanuu cenbekoro moceneHus «Ceno 3apeuse» (manee — Yupexzaenue) u
OTBeYaeT 3a obecrevyeHre KOHMMACHIMANLHOCTH, LEIOCTHOCTH M JOCTYIHOCTH
IepPCOHAIBHBIX JaHHbIX (nanee — [1/11) B mporiecce ux 00paboTKi B MEPOPMAITHOHHEIX
CHCTEMaXx IePCOHANBHBIX AaHHBIX (nanee — UCIT/{x) Yupexnenus.

1.2. OTBeTcTBEHHBIH JIOMXKEH 3HATh HOPMBI JEUCTBYIONIETO 3aKOHOAATEIbCTBA
Poccuiickoit @enepanuu B chepe (obmacti) 06paGoTku U obecreueHus 6e30MacHOCTH
1118

1.3. B cBoeii mesrensHOCTH OTBETCTBEHHBIH PYyKOBOACTBYeTcsl IloNUTHKON B
OTHOIIEHWM OOpabOTKM NEPCOHANBHBIX JAaHHBIX B AJIMMHHCTDAIUM CEJIHCKOTO
nocenenus  «Ceno 3apedse», HacTosmed WMHCTpyKiuel, pexoMeHIAIHIMH
OtBeTCTBEHHOr0 3a OpraHu3anuo o0paGOTKH INepCOHANBHBIX JAaHHBEIX (Haiee —
OtBeTcTBeHHEBIH 3a opranm3anuio oopadorku IT/1xH).

1.4. Meroguieckoe pykoBOACTBO pab6oToii OTBETCTBEHHOTO OCYINECTBISET
OtBeTcTBEHHEBIH 3a OpraHu3anuio o0padorku IT/IH.

2. OCHOBHBIE ®YHKIIMHA U OBSI3AHHOCTH
OTBETCTBEHHOI'O 3A OBECIIEYEHUE BE3OIIACHOCTHU
INEPCOHAJIBHBIX TAHHBIX B UHO®OPMAIIMOHHBIX
CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

Oynxiun OTBETCTBEHHOTO:

2.1. OTBETCTBEHHBIM M3YYyaeT BCE CTOPOHBI JEATENHHOCTH VYUPeX[AEHHS H
BBIpabaTeIBaeT pexoMeHaanuy no 3amure I1/[H npu penreHun clieyromuX OCHOBHBIX
BOIIPOCOB:

— IPOBEJICHUE  aHAIUTHYECKOH paboThl MO KOMILIEKCHOM  3allUTe U
npenynpexaeHuio yreuku [1]1xH;

— IOJATrOTOBKA pEIIEHWH B OTHOIIEHUU CBEACHHH O paboTax, BBIIOIHSIEMBIX
YupexaeHneM, NoaIeKalyX 3auTe;

— PacCMOTPEHHE TPOEKTOB TEXHUYECKUX 3aJaHWi, HOPMATHBHBIX aKTOB M
yKa3aHHi, JOTrOBOPOB Ha BBINIOJHEHHE DPabOT, OTYETHON NOKYMEHTALUH, C LEJBIO
OIpeJieIeHUs] TOCTATOYHOCTH IPEJYCMOTPEHHBIX B HUX TPeOOBaHWUN WU MepONPHATHIA
no KoMmiuiekCHOH sammte IIJIH, NpH Hay4YHBIX HCCIEIOBAHHAKX, NPH POBEACHAM
IpYyrux paborT;



— KOOpAMHALXs BHEIPEHUs U 3KCIUIyaTallid CHUCTEM 3allluThl M 0e30MacHOCTH
nH(pOpMaIyy, 00padbaTbiBaeMON TEXHHYECKUMH CPEJICTBAMU;

— npoBejieHre paboT Mo KOHTPOMO 3()GEKTUBHOCTH NPUHUMaeMBIX Mep IO
BBISIBIICHHUIO M 3aKPBITHIO BO3MOXHBIX KaHaIOB yTeuku [1/1H;

— IIOITOTOBKA IPEJIJIOKEHUH 110 COBEPIIEHCTBOBAHMIO JeHCTBYIOIIEH CHCTEMEI
3ammrtel [1/[H ¢ mocnexyrommum npenocraBieHrneM OTBETCTBEHHOMY 3a OPraHH3alldio
obpabdotku [1/11 YupexxaeHus u/un pyKOBOIUTEIO Y UpexkKICHHS;

— yueT NpHMEHSIeMBIX CPeACTB 3allUThl HUH(POpMALUM, SKCIUIYyATAMOHHON W
TEXHUYECKOW JOKyMEHTalMu K HuM, Hocurenei [1/1H;

— obecrie4eHUe COOTBETCTBUS INPOBOAUMBIX paboT B wactu obOpaborku IT[Iu
TeXHUKe 0€30MacHOCTH, MPaBUJIaM U HOPMaM OXPaHbI TPYa;

— OCYLIECTBJIEHHME B IpefeNax CBOeil KOMIETCHIMHM WHBIX (YHKIUA B
COOTBETCTBHH C LIEJSIMU U 337a4aMy Y UpeXxICHHUS.

OTBeTCTBEHHBIHM 00513aH:

2.2. Cobmomate TpeOOBaHMWA IEHCTBYIOLIETO 3aKOHOAATENbCcTBa Poccuiickoi
Denepanun B chepe (06nactu) 06paboTku u obecneuenus 6e3omacHoctu I1]H.

2.3. 3HaTh COCTaB, CTPYKTYpY, Ha3HayeHue U BhinosiHgemsle 3aaaud UCII/H, a
TAK)X€ COCTaB MH(POPMAIIMOHHBIX TEXHONOIMI U TEXHUYECKUX CPEICTB, MO3BOJISIONIUX
ocymecTBIATH 00paboTky IT/1H.

2.4. OcymecTBisth obmee Texuuaeckoe conposoxaenne UCII/IH:

— KOHTPOJIMPOBATH COOIO/IeHNe TpeOOBaHU MO Pa3MEILIEHHIO ¥ HCITOJIB30BAHUIO
TEXHUYECKUX CPEJICTB, YKa3aHHBIX B UHCTPYKIUSAX 110 SKCILUTyaTalluX 3TUX CPEJICTB;

— KOHTPOJIMPOBATh COXPaHHOCTH IIIOMO Ha 000pYyZIOBaHUY aBTOMATU3UPOBAHHBIX
pabovux MecT;

— BECTH JKypHAll ydYeTa ¥ BBIIa4M HCIONb3YEMbBIX MaTEPHAIBHBIX HOCHTEINEH
1T, 5

— KOHTPOJMPOBATh  HCIIONB30BAHHE CBEMHBIX MAaTEpUANIbHBIX  HOCHTElNeH
uHGOpPMaNMK, B TOM YHCIE 3alpeliaTh HCIONb30BaHME HEYYTEHHBIX HOCHTENEeH
UH(OpMaLINH;

— NIPOBOAUTh MHCTPYKTaX COTPYIAHHUKOB, OCYyLIECTBILLIOMMX 00paborky I1/IH n
umeromux goctyn k IIJIH, obpaGareiBaemeiM B MCII[la Vwupexpenus (nanee—
IMons3osarenu VUCITIxH) mo npaswiam pabots! B ICIT/IH.

2.5. OcyuiecTBIATh HACTPOMKY U COIPOBOKICHHE IIOJACHCTEMBI PETUCTPALMU U
yuera UCII1n:

— peaJu30BhIBATH IIOJIHOMOYMS JOCTyna (YTEHHe, 3alKCh) JUIl KaI0ro
IOJIL30BATENA K 2JIEMEHTaM 3aIlUINaeMbIX HHPOPMAIMOHHBIX PeCypcoB (TOM, KaTalor,
daiin, 3amkch, IOJNE 3aMUCH) HAa OCHOBE YTBEPXKIECHHOTO PYKOBOIHUTENEM CIIHCKA
COTPYAHHUKOB, HOmyIleHHbIX K pabote B UCIT/IH;

— HasHavath napou [loms3oBareneit UCII/IH;

— KOHTPOJIUPOBaTh IUTaHOBYI0 cMmeHy maponed IlonszoBarensmu MCIIAu ms
nocryna B UCIT/IH;

— cBoeBpeMeHHO ynansaTh npodwuis Ilonssosatens MCII/{a npu yBonsHEHHA WITH
MIEPEBOIC COTPYIHUKA;
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— BBOZHTH B 023y JAHHBIX CUCTEMBI 3aIIUTHI OT HECAHKIMOHMPOBAHHOIO JOCTYIIA
(mamee — HCJI) onucanust coGBITHM, MONEXKAIMX PETHCTPALKMH B CHCTEMHOM JKypHAJIE;

— PEryJIIipHO MPOBOJUTH aHAIU3 CUCTEMHOIO XXypHaJla JUIS BEISIBIEHUS MOMBITOK
HecaHKIMOHMpoBaHHOro noctyna Kk MCITIH;

— CBOeBpeMeHHO MH(OopMHpoBaTh OTBETCTBEHHOIO 3a OpraHU3alyIo 00paboTKH
IIlH 0 HECaHKUWOHWPOBAaHHBIX JEHCTBHAX IIepCOHANA I  OpPraHM3alUH
paccienoBanus rmonsirok HCJI.

2.6. CompoBoX/JaTe TOJACHCTEMY OOECIIEUCHUs LENOCTHOCTH  pabodero
nporpamMmmHoro obecneuenus (I10) UCITIx: _

— obecneynBaTh pETyNAPHOE M CBOEBPEMEHHOE OOHOBICHHE AHTHBHMPYCHOTO
IIPOrPaMMHOT0 O0ecIieueHUsT Y UpexKIeHuUs;

— obecrieynBaTh  NOJANEPXKAHUE YCTAHOBJIEHHOrO TOPSAKA OKCIUIyaTal[uH
aHTHBHUPYCHOT'O IIPOrPaMMHOI0 00€CIICUCHNUS;

— o0ecneunBaTh PEryjIsipHOE M CBOEBPEMEHHOE CO3J[aHHE PE3EPBHBIX KOIMM
UCIIIr YupexneHus;

— OCYILUECTBISATh HACTPOMKY U COIPOBOXKACHHE cucTeMbl 3amuThl or HCJI B
UCII1#.

2.7. TlpoBoauTh MEPUOIUIECKOE TECTHPOBaHUE (YHKIHI CHCTEMBI 3aIIUTHl OT
HCJI ipu usmeneHuu porpaMMHO# cpessl U nostHoMounii [lons3oareneir UCITIH.

2.8. Tpebopate mnpekpamenuss obpaborku II/[H B cioydae HapymeHus
YCTAQHOBJIEHHOTO IOpsiAka paboT WIM HapymieHus (YHKIMOHHPOBAHMUS CPEACTB M
CHCTEM 3aIlUTHl UH()OPMAIIHH.

2.9. YuacTBOBaTh B aHaNM3€ CHUTyaluid, Kacalomuxcs (YHKIIMOHHPOBAHUS
CPEIICTB 3aIuThl HH(pOpMaLUu U citykeOHBIX paccienoBanuii paxros HCJI.

2.10.YuacTtBOBaTe IpU TNPOBEAEHHH BHYTPEHHETO KOHTPOJISI COOTBETCTBHS
o6pabotku I1JIH TpeGoBanusaM K 3ammuTte I1/1H.

2.11 Koutponuposate BeinonHeHue Ilomp3oBatensmu WCII[IH TpeGoBaHmit
WHcTpykuuu 1onb3oBaTeNis HMHQOPMAIMOHHBIX CHCTEM II€PCOHANBHBIX IaHHBIX
AnMuHHCTpalun cenbckoro noceneHus «Ceno 3apedbey», a TakkKe YCTAHOBJIEHHBIX
TpeboBaHui 11l obecriedeHrs ypoBHe# 3amunieHHocTy [1/[H.

2.12.KouTponupoBark NpaBUIBHOCTE IpuMeHeHus Ilome3zoBarenavu HCIIIu
CpPECTB 3aIuThl HHPOpMAaLUY.

2.13.B cinyuae nonydenusi ot Ilone3oBateneit UCI1/{n undopmammu o dakrax
yTpaTel, KOMIIPOMETAlM{  KIIOYEBOH, MapoJIbHOM M  ayTeHTUQUIUpYOIIen
uHpOpMamum, a Taloke o000l JApyrod HHPOpPManMM OTpPaHHMYEHHOTO JOCTYIIa,
He3aMeUIUTEIbHO MPUHATh BCE HEOOXOIMMBIE MEpHI JUIsl obecniedeHust 6e30MacHOCTH
IT/11 B mpenenax cBOMX MOJTHOMOYHI.

2.14.006ecnieunBath (PYHKIUOHUPOBAHUE U TOJJIEPKUBATH pabOTOCIIOCOOHOCTH
Ha aBTOMaTU3UPOBaHHEIX pabounx mectax MUCII/x:

— QHTUBHUPYCHOI'O IPOrPaMMHOr0 00ecIedeH s,

— CpPEJICTB 3alIUTHI OT HECAHKI[MOHUPOBAHHOT'O JIOCTYTIA.

2.15.B ciaydae HapylueHus pabOTOCIIOCOOHOCTH TEXHUYECKUX CPEACTB U
nporpammuoro obecnedenus MCIIJIH, B Tom umcie cpexncrs samurtel MCITH,



INPUHAMATh MEphl IO UX CBOEBPEMEHHOMY BOCCTAHOBJICHHMIO U BBISIBJIEHUIO NPUYMH,
NPUBEIIIUX K HAPYLICHUIO PaGOTOCIIOCOOHOCTH.

2.16.CpoeBpeMeHHO  MH(OpMUpOBaTh (OTBETCTBEHHOTO 33  OpPraHU3AIHIO
obpaborku IIJ[H © BHIABICHHBIX HaApYyIIEHUAX TpPeOOBaHMM 110 0OECIEYECHHIO
6e3onacHoctH [1/[H u noneiTkax HecaHKIMOHUpOoBaHHOTrO Aoctyna Kk MCIT/x.

3. MIPABA OTBETCTBEHHOI'O 3A OBECIIEYEHHE
BE3OINACHOCTH INIEPCOHAJIBHBIX IAHHBIX B
HHP®OPMAIIMOHHBIX CUCTEMAX HHEPCOHAJIBHBIX

JAHHBIX
OTBeTCTBEHHBIN UMEET IPaBo:
3.1. 3HaKOMHUThHCS c HOPMaTUBHBIMU aKTamu Vupexnenus,
perjaMeHTHPYIOLMME Ipoleccsl 00pabotku u 3amutsl [1/1H.
3.2. BHocurs PEJUIOKEHUS PYKOBOIUTEIIO YupexaeHus o

COBEPIIEHCTBOBAHUIO CYIIIECTBYIOIIEH CHCTEMBI 3aIUThHI HHPOPMALIUH.

3.3. IlpuBnekatp 1o cornacoBaHuto (OTBETCTBEHHBIM 3a OpraHU3alHIo
obpabotku IIJlH um pyxoBomuTenem VYdUpexAeHHs K paboTe MO CO3JaHHUI0 M
COBEpPIIEHCTBOBAHUIO CUCTEMBI 3alUTHI [1/IH Npyrux COTpyAHHUKOB YUpeXaeHus.

3.4. Tpe6oBarp otr [Iloms3oBareneit WCII[In cobmonenuss TpeboBaHuit
MHCTpYKIIMH TONB30BaTeNs HH()OPMAIMOHHBIX CHCTEM IIEPCOHANBHBIX JAHHBIX
AnMuHHCTparuu cejabckoro moceneHus «Cemo  3apeuse», a Takxke COOIIOAEHUS
TpeboBanmii meicTByrOmEero 3akoHopaTtenscTBa Poccumiickoin Penmepammm B chepe
(obnactu) 06paboTku u obecnieuenns 6ezonacHoctTu I1/1H.

3.5. YuacTBOoBaTE B paboTe MO COBEPIICHCTBOBAHUIO  MEpOIPUSTHH,
obecnieunBaronmx  OezonacHocte [IJ[H, BHOCHTBP CBOM  NPEUIOKEHHUS  IIO
COBEPIICHCTBOBAHUIO OPraHU3ALIMOHHBIX ¥ TeXHUYecKkuX Mep 3amutel 1/ B UCTI/IH.

3.6. MuunuupoBaTh NpPOBEJIEHHE CIIYy)KEOHBIX pacciefoBaHMA mo (¢akTam
HapyILEeHUsI yCTaHOBJIEHHBIX TpeboBaHmii obecrieuenus 6ezomacHoctr I1/1H.

3.7. Tpebosats npekpaienus padotsl B UCII/IH, Kak B IIeJIOM, TaK ¥ OTAEJILHBIX
ITone3oBateneit HWCIIJIH, B cnoydae BBIIBIEHUS HapylmleHW# TpeOOBaHUU IO
obecnieyennio 6esomacaocty [/l wim B cBA3H ¢ HapylleHHEeM (GYyHKIMOHHUPOBaHUSA
NCI1/Ix.

3.8. OOpammaTscs 32 HEOOXOIUMBIMU Pa3bsICHEHUSIMU 110 BOIIPOcaM 00pabOTKU U
obecneuenns OesomacHocTy I[IJ[H x OTBeTCTBEHHOMY 3a OpraHusaimio 00paboTku

I1n.



KYPHAJI

yuera xpanuau (cei¢on)

2018 roa



